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WHAT'S STUXNET?

Stuxnet A0o:ls?

bsa Stuxnet laue Windows unudo)
HInmwUaoaneva) Windows Shell Win32
/Stuxnet HSo Stuxnet IJuUaINSIVUHaE
noulwiuud (Multi-component)Aoidunius:
inn Insdu (Trojan) 1a:9su (Worm) ODmisAu
wuAsIIsnIDo 16 nsnAL 2553 Aunuw 10U
Uansnihué Windows tnudaiisnnulaoa
NoYal Windows Shell (Uns:nunu Windows
nnnosiu) tilulsvauildoanduiankeiay
MS10-046 10unscidiAviboUagoliHitibosu
A 3 &AL 2563 muswasdoalululaszour
00NIWAS MS10-046 10unsclisIdoubonidoy
HdollHInMwUaoane Windows
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WHAT ' S "STUXNET?

Stuxnet gsnimsatia:asol
noulwiuud mmsaalAa (Injecting code)
RhdlUsivas:uunmanrnuegibossdo)
nultildnaasialumsrnfma:rounuinSo)
nouaInoShAalSH
HUNEIHA: McAfee ssuithHuemsiiuives
Stuxnet Aos:uuUNSUBOWAISWINCC SCADA

Jszinn (Type): Trojan
Us:tinnsal (SubType): Worm
godu (Aliases): Stuxnet
ssaumsifiouns (Alert Level):
Severe
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TECHNICAL INFORMATION
S1eaz1aanNINALA ;

Stuxnet IJUDAINSIVUHAIIAOU
lwiuud DMsiwss:unaunumiaunsal
ifudayanuuwnuniogoAgdaliHIAU
Uaoaniewol Windows Shell 100135U
Stuxnet nnMSSUDUA:NIMSaSoU
lwavosnAn(.Lnk) ADMsiiiAndunsie
(Malicious shortcut) aJlulasounsal
ifudoyaluuwnun 1Do0msiinulasid
dananniusinsulowwalnduimns
naaulonouvolsasaAn (1Wu Windows
Explorer) MAdUIINGSIASDIGINADD
soiHInMUUasnneWindows Shell i
amitludvosannansulasdanludalu
nufi & HSuludvosoAnARSY Stuxnet
| oSouasluinsoidulusinsutosnulosa
{ 2:as77wuludo Exploit:Win32/CplLnk.A
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SYMPTOMS

J1N1S

AHSUIASoIAOUIINOSAANINSAU 3D

MsIVAsUNUaIS:uUAIQ

« Dlwa shorteut (Ink) agifulasidifiudo
yalluuwnuw

. Dlwadtogiungos

- ~WTR4132.tmp

- %System®%\ drivers\ mrxcls.sys
- %System% \ drivers\mrxnet.sys
- %Windirs% \inf\mdmcpg3.PNF

- %Windir# \inf\ mdmeric3.PNF

- %Windir% \inf\oem6C.PNF

- %Windir% \inf\oem7A.PNF
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SYMPTOMS

. DOmsinludiandsgaid

« HKEY_LOCAL_MACHINE\ SYSTEM\
ControlSet001\ Services\MRXxCls

- Description: "MRXCLS"

- DisplayName: "MRXCLS"

- ErrorControl: O0x00000000

- Group: "Network"

- ImagePath: "%system®% \ Drivers\
mrxcls.sys”

- Start: 0x00000001

- Type: 0x00000001

« HKEY_LOCAL_MACHINE\ SYSTEM\
ControlSet001\ Services\MRxCls\
Enum

- 0: "Root\LEGACY _MRXCLS\0000"

- Count: 0x00000001

- Nextinstance: 0x00000001
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SYMPTOMS

« HKEY_LOCAL_MACHINE\ SYSTEM\
ControlSet001\ Services\MRxNet

- Description: "MRXNET"

- DisplayName: "MRXNET"

- ErrorControl: O0x00000000

- Group: "Network”

- ImagePath: "%systems \ Drivers\
mrxnet.sys"

- Start: 0x00000001

- Type: 0x00000001

« HKEY_LOCAL_MACHINE\ SYSTEM\
ControlSet001\ Services\MRxNet\
Enum

- 0: "Root\LEGACY _MRXNET\0000"

- Count: 0x00000001

Nextinstance: 0x00000001
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HOW TO PREVENT

35N1sU2INU Stuxnet

MMSAOISUIONHLNEIAY MS10-046 liaziboibu
s=aunmulasanelumstainumshudnnia nu=iis
Gudums A
- 10afdnu Firewall
- mmsduionulasdiiazvoudinsa Hiduduiona
q01aU0

- mmsauianiusinsutoinulsa

- o nuoudiBADANSDIABUUINSDIAOUIDIINGS

- Tanmws:tns=adumirsiumsidaluannuuniudiva
HSolwanldmnaunositia

- Tonows:tas:50udiAuiupdnaifnuuunnudiva

- HAnIAgIMSMaUTHaazoWRINSTaNOHLNEY

- ssasAma:unUalauiornnmsiuddogismsico-
nssuNdiAv (social engineering)

- TasraununDAUITINSJENNdoMsMOI
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ansnmiawin32/Stuxnet
fasmsannudasiusinsutlornulasa 1wu b

| Microsoft_Security Essentials}

| AV6 Anti-Virus Free Edition
nidiFmmsavionbsaindaduliibunossu
HUahaoraummsannu

F AvG

anti-viru
i

a o auvast!

be Free
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